11P

Remember, your sense of
conviction and your involvement
with the content of the

presentation are critical

to its success.
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on the internet nobody knows you are a dog

"On the Internet, nobody Enows vou're g dog. "



I CAcert: how to get a trust mark without

I paying the 250K Euro consultancy fee.

teus hagen

content
+ What is a digital certificate, encryption technology, identification
+ What is a CA about? Why one need an Open and free to join CAcert?
* The CAcert audit project
*+ The CAcert hardware and service: the organisation and technology
*+* The new CAcert (Sub) Root Key: the HowTo for the Raranaiza

+ |[f time allows the obvious FAQ's:

= encryption how does this work

- certificates how to use them: certutil

= Firefox & Thunderbird and certificate management
+~ GPG

$ CAch008-TeleN kGG Mnecatps e/ DA NPT/ PR/Presentatione/C AcertPresentationN| | GG
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I What is a digital certificate?

I e X.509 standard

* fwo parts:
* private key part

+ public key part: “X.509 certificate”

maybe accepted as “this is from you”: signed by ?

« X.509 and PGP

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 4 to go



I certificates are official

I  pres. Clinton signed
S 761 - The Millenium Digital

Commerce Act June 30,2000.

* http://www.techlawjournal.com/cong106/digsig/Default.ntm

© CAcert, 2008. Teus/NLLGG 14" Dec 2008, 90



encryption
-

Bruce Schneier: ?

“Any person can invent a security system «ON SECURITY
BRUCE SCHNEIER

so clever

that she or he can't think of how to break it"

© CAcert, 2008. Teus/NLLGG 14" Dec 2008, 90



encryption
* Herbern
 Enigma

+ Germany second world war

+ the mechanism

+ hacked, of course

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 7 to go



I Enigma technology

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 8 to go



Mifare classic RFID chip of NXP (Philips)

RFID chip hacked Dec 2007

Karsten Nohl and Henryk Plotz

Hacked
+ 48 bits but only 16 bits (only 64.000 variations) used

+ not random (dependent on time contact)

implications:
+ car keys

+ public transportation cards

+ electronic tickets eg FIFA World Cub tickets

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 9 to go
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I encryption key types

shared

I symmetric key encryption

secret

sender receiver

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 10 to go
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I asymmetric key encryption

says this is
receivers

I that message can only be read by him

sender receiver

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 11 to go
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I asymmetric key encryption

I that message can only come from him!

says this is
sender's key!

receiver

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 12 to go



how do “signatures” work

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008,

1Tian
inthe
rmicdle

RECIFIENT

Send B

rie
Frioney

Comp are
?m?

?IZH 2

Cormpare
7087 of—

TO0oT

cormpare
TOOT7 o —

@—P?me

public
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Email and signatures

cipher text message

plain text with message digest

message public key Internet
e 4 \ ? ; 5 a 4 :
L] L] L] L]

Sk
. &
& o

digest function

............ r nessage digest function
L] [i P . e, e ssssssasss
: & =y
: ; * + ! P | ( Hash |
| EA S e ' : : A
jremeeemeae e private key
: & : i A
' E H : @ ;
O e PR R ' L !
COMpare
cipher text message [MBRzdne message digest
with message digest digests

v verified and decrypted
v plain text message

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 14 to go
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the practice: encrypted and signed email

Rehosting - Thunderbird —

Fle Edit View Go OpenPGP Tools Help 3

> g = | 4 ai = |
= B & & i | &, X e . & s | . O .
Get Mail Write Address Book Reply Reply All Forwa rd Redirect Tag Delete Mark Junk Print | Back

All Folders 4
| Re: Mowve Report = Teus Hagen =  10y30/2007 08:01 PM i
Re: Chcart . 07 08:03 PM el Deteils|
3 3 I
12y | e He SRR Nt D13 aa AN Could not verify this certificate because it has expired.
Re: SPF che 07 05:08 PM
| Issued To
e 2mail sery 07 12:29 PM Common Name (CN)
& Re:email s 07 02:40 PM Organization (0) <Mot Part Of Certificates
; | Organizatianal Unit (OU) <Nt Part OF Certificates
Re: email ¢ e mm ------0705:14 PM !E‘ Serial Number OZFRAF
Sender Verificatiol ge is too old bo verify sender. Issued By
3 _— Common Hame (CN) CA Cert Signing Authority
= Subject: CAcert o= Organization (O} Root CA

From: Philipp Gihring Organizational Unit (OU)  http:/fwww.cacert.ong

Date: 10/30/2007 05:56 PM Validity

Issued Oy 12/12/2006
To: Teus Hagen, |ens Paul , evaldo@cacert.org Eg ] il

L Expires On 12/12/2007

|_ Hi Fingerprints
Message Security SHAI Fingerprint 701493 6RCA06 248163 DE.75:20:11:7D:TREDOES1:T DA
MDS Fingerprint FLOS:4:26:20:72:30:44:20:04:10:53:52:73:BACS
The al Signature Is Not Valid

|'T | This message includes a digital signature, but the signature is invalid.

cate used to sign the message was issued by a certificate authority that v
not trust for issuing this kind of certificate.

Signed by Philipp Gihring
Email address:  po@futureware at
Certificate issusd by CA Cart Signing Authority

| http:213.154.225 230/

wen
cat Message Is Encrypted | Close |
rep This message was encrypted before it was sent to you. Encryption makes it very diff
=2 for other people to view information while it is traveling over the network.
=]
Eve | ok |
In th e
still

Unread: 2 | Total: 172

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 15 to go
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I What can you do with it?

I * encrypt & decrypt

* identify data: it is coming from her!

identity for trade (name, birth date, email address)
e claim
e.g.
* encrypt data: emaill, file, internet communication

* sign documents: eg code signing, signatures

© CAcert ,‘posfimlﬁ 1@"%“1%‘%”” 16 to go



I secure data transfer

* secure Socket Layer
|
» Secure Hypertext Transfer Protocol
https
 Virtual Private Network
VPN

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 17 to go



What is a digital ertificate?

|- Certificate Viewer:"Teus Hagen, Oophaga Foundation”

‘General | Details |

This certificate has been verified for the following uses:

[ SSL Client Certificate

[ S5L Sserver Certificate

[ Email Signer Certificate

[ Email Recipient Certificate

Issued To

Common Name (CN) Teus Hagen

Organization (O) <MNot Part Of Certificate=

Organizational Unit (OU) <Not Part Of Certificate=

Serial Number 03:5D:AD

Issued By

Common Name (CN) CA Cert Signing Authority

Organization (O) Root CA

Organizational Unit (OU) http:/fwww.cacert.org

Validity

Issued On 03/19/2007

Expires On 03/18/2009

Fingerprints

SHAL Fingerprint 79:B5:57:6C:EC:02:91:AD:93:2C:B9:11:83:DD:44:72:53:10:22:50
MDS Fingerprint JE:B6:2C:69:1D:84:50:57:9C:83:23:20:1D:00: CE:6A

© CAcert, 2008. Teus/NLLGG 14" Dec 2008, 90 slides minus 18
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client certificate how to?

* uUse your browser
 use firefox or

* use thunderbird
- edit
-~ preferences
-~ advanced

- certificates

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 19 to go

This stick combine:: =

CAcert certificate holder, o ‘

Sﬁfa violet flash light (non official paper will get
highlighted), and ’

1 %B of encryption flash drive

on one USB stick.




How does a certificate look like?

* mcvax.theunis.org.pem
* mcvax.theunis.org.key
* mcvax.theunis.org.csr

* mcvax.theunis.org.crt

* mcvax.theunis.org.p12

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 20 to go

teus@mcvax:/etc/ssl/private

Fle Edit View Terminal Tabs Help

-----BEGIN R5A PRIVATE KEY-----
MIICXgIBAAKBQQDcCB8ybQIM22owYvH/Wg2iijIABERTevHZvnk8sTrgBLikDmivf
cB803r7585sRGKvNBYxjPyH1ALcObT 4Tem/GCTLBACKSoTp6,/adhjnpRg2IZhw M
AOGBAIpTCRBABONSEOVKSCLFTH: 210w afe [odadgrianipGimFvakap31NKsAG
g2bxdLWoCzH1hhhid meass S gl 0 UM PRyl PPRAREA+LTIRLp]9ID3S
wW3kus /T ow] Pl g Wit all st ey P voevufEbLS
AGYIi0ieTNA Pyl SN S el DN Dl F S e | SM L SurkuGHBN
GyBjPIKSrLzvU tipsn /el /SR e, sl s Mg SaAmms v By D ZKz AKBO
w3kus/xfowIBAOKCWIqQe,/ WosOy il sl L, sLultfehivoevufEbLS
1yDNO59KwIvZ1XyyTaRdx0Y /9Cb0sXwkNp4 fDOKSTY ZX60XyY rhBMYACVmgiwsVb
9Ky FSVEIKVMmMMIWOGPxAKEAMU1TWQSUVRBjHGtWcebgLVBLNhYacKeONFDAIK3d
FFYkKgcrsygujNujB/P3IESeBwgEMWDhiwlVOWI11C8vZA==

————— END RSA PRIVATE KEY-----

————— BEGIN CERTIFICATE-----
MITEFTCCAT2gAwWIBAQIDARRSMARGCSQGSTb3ID0EBBAUAMHKXEDAOBgNYBACOTELIY
h30'§|0EJExH]AcBgNVBASTFWhBdHAﬁLy93d3ch2FJ Z)(JE!Lm‘J:.fZZElHCAGAlUEAxHE

Q00EgQ2VydCBTaWduaWge 0
MBCGALUEAXQQKi50aGUSE teus@mcvax {etc{ssl{prr\rate
gYkCgYEA3AvVMmMOCDNtq Fle Edit View Terminal Tabs Help

fErERirswWMYz8haQCh ----- BEGIN CERTIFICATE REQUEST-----

YIZIAYb4QgQBBgorEBaof
JKkAihiBodHRWO18vd3q

6vGoe2Ucnd2dsHRLmMT FN4KLHUU+GNZQR}'UXfEYNICq-yRJﬂ3bkc9bBIDHI+ZdU=

X/thAu70Fa+0UGHMK3] ~~ END CERTIFICATE REQUEST-----
XgJx504AFQMKrpD4xb4

8sn4KG7UmgLkgOFAd] g MIIBzDCCATUCAQAWGYsxCzAIBGNVBAYTAKSMMRAWDGYDVQQIEWdMalW11idXInMRUW
hDAMBgNVHRMBATSEA] A BAMTFHNpcm3nYXRLLNROZXVuaXMub3InMREWHQYIJKoZIhvcNAQKBFhBOZXVZQHRo
X5zNBXH4n5z8ZvNj IDaMXeT7KRMNBOQYgEQILW,/Kh0&JIDCmLTwwOqkI7MIFvLggL
GydDugwNYDD7esBsyXk4f8LVxVyfbvqYBvjyHDOT7yei68cbYedTi6jL+wG8,/xCv
“=4 ¢/01JcpvwDrlrZASpuSotrFcB/ rcOwIDAQABoAAWDQYJKoZIhvcNAQEFBQADGYEA
fgTfs1wIgAPIavUZAK)Y zanzE6/IL@IVSLYZV1]d/HRhy3T1ilULNBPEWHPOMXUEBEXTGZ4MT rinfQOHIOTARSY
kyyk1XgBbQQ&MM7 pqp EwYDVOQHEWXHCNViYmVudmayc3QxEzARBgNVBAOTCIR1dXMgSGFNZW4XHTADBgNY
Ngcxz/ f9hmghGiULeAl GydDugwNYDD7es0syXk4faLvxVyfbvqYBvjyHDOf7yei68chbyedfibjL+wGB/xCy
AQQFAAOCAgEAe ] vbfxg GOFVeboydg2zR8HIaj8ivmju4aCDq0]JzhRSOh++8aB5nuve7HLE J kKKuilUtdBT1B

+UFxKrF2elnBGZF lFfd,’VFT+XamBm1CF|ZAkaB]’ghUUCJJleDYtBC4poBHOhCA
nZjFR/FxcMWtcjwfINGmEVOLr1+7zz/sul4QuzBgFNAQBePvE4uBmpelDDyCKRLpC
41KeWeVtGLBpvFd4 rPOOTHrLEOLNO9FX9ISQKrwiWS+7hn308phT9ika=

————— END CERTIFICATE-----




I CAcert HowTo

* create

+ Private key
+ Cert Sign Req

* have it signed

e import
+ Private Key

File Edit View Terminal Tabs Help

————— BEGIN CERTIFICATE REQUEST-----
MIIBzDCCATUCAQAwWgYsxCzAJBgNVBAYTAKSMMRAWDQYDVOOQIEwWdMaWlidXInMRUw
BAMTFHNpcm9nYXR1LnRoZXVuaXMub3JInMRBwHQY IKoZIhvcNAQkBFhBBZXVZQHRO
X5zNBXH4n5z8ZvNjIDaMXeT7KRMNBOQYQEQI1W/KhO6IDCMLTwwOqkI7MIFvLgql
GydDugqwNYDD7esBsyXk4T8LVxVyfbvqYBvjyHDOT7yeif8chbYedfifj L+wGa,/ xCy
¢/01JcpvwDrlrZASpu9ofrFcB/rc9wIDAQABoAAWDQYIKoZIhvcNAQEFBOADOYEA
ZanzE6/JLBIVsLYzV1jd/HRhy3TilULn@pEwHpoMxuebx7gZ4mT riwfQoHIoTAREY
EwYDVQQHEwxHcnViYmVudm9yc3QxEzARBgNVBAoTCLR1dXMgSGFnZW4xHTAbBgNV
GydDugqwNYDD7esOsyXk4f8LVxVyTbvgYBvjyHDBT7yel68chbYedfi6jL+wGB/xCv
GOFVeboydg2zRBHJaj8ivmju4alDq0jlzhRS0h++8aB5nuvA7HLE j kKuiUtdBT1B
Fw4K1HOD+GNZgRyQXfayNIc4yRI03bkCIbBIDMI+zd0=

————— END CERTIFICATE REQUEST-----

+ Public Key: the certificate

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 21 to go
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How-To create private and public certificate

get a key manager

@-»-¢

Latest Release No...

Search Engines
Plugins

Build Your Own

Eey Manager :: Firefox Add-ons - Mozilla Firefox
File Edit View History Bookmarks Tools

ﬁ @ https:/jaddo!

i Fedora Project

Haln

Key Manager (v 0.1.0.20071207
OpenSSL Key Configurator (v
Proxy Certificate Signing Requ
Archive File Signing Tool (Form-

cate Basic Profile Advanced

Certificate Sig_nl'ﬁﬁequest Form

- Default Certificate Profile

' [Digital Signature and Data Encipherment C] IShow Profile Data

First Name (fn) [Teus

Last Name (sn) [Hagen

Organizational Unit (ou) (

CSR Data for teus

MITOHj OCAGYCAQRW T ELMERGA 1UEBhMC

Home - Add-ons - Extensions » Key Manager
Attribute Certificate Signing 7|  Organization (o) [
 Firefox Add-ons SCEP Client Tool (Wizard-base{ | gcality (1)
State (st)
Hors ﬁa Key Manager 0.1.0.20071203
Recommended Add-ons by ¢ az Country (c) [r
Browe. KeyManager Tool: Firefox Extension for Key Ali
. Generation, Certificate Enroliment, and Identity and 1as teus
Extensions
Authority Delegation =
Themes KeyManager is a client side PKI tool for key r SUhject Public Key Info
Dictionaries generation, certificate enrcllment, and identity and authority deleq KEY Type @ RSA O

tool is packaged as "chrome" based Firefox extension. Currently,
export of keys but does not provide GUI for local key generation
Certificate Manager wizard in Mozilla PSM and added the capabil
SCEP based certificate enrollment. Our extension enables Mozil
management toel. In addition, the tool supports signing of proxy
delegation and provides XUL based GUI for signing of XPI files.

DSA O

| Key Size (5n4g 204

~ Subject Alternative Name

gaRiMANGE SRS ThITORRAQUAA 4 TEhAmgg AL TRAQC 52l h Thvey CmeCHE|
N4 /VrDrREQK QA7 sZPYODG 2CFy TILLUEGn+2p TaY 6EKGRLC cnbHCF|
G/NFTYF4AD ] BE TE+1ADBAL Tcn/ TiBTHy SuycdE4R] 20 v ILIITHIVI4 S
TfIVERVE (HVQV pedqTOk2q1PhGWENADA 9ullc3 L 63 B R 57 kP IWCH
BDUCE 5 cOvSrvliin Lich U3 sBQOBARYEHF 2 Y+ALC12 /nCBSGhaF AL T+IST)
ATPZRERXTI9KP] 6110dY 50006 £k 1 vz Flimbflom fegol +akkun 2E T
AgMEAAGgg g ENACEGRS ThIDOE D) GRpTCEa) AgBglVHO4EA FEEFgOUFg 1L

EhLERAGE 11§ §38FEY TV TATAYBAQgERACH /R20D 1
MBKBEHR1ANAACh 16 Spoy SvancwEgYIVRD 140H /BCwHg Y T YRBQUHAW TG
QU EFEQcRNZ0Bg)VHQB BAT BERACA TqwDRYIVRD TROH /BA T

QEAONHI i FECL 19 iFHPE
kS mBLpY 3Fml ol e Ko LLVE tLHPY XMERA T TVpniQPSEvectL6o
§ LtabeL53kA4 tQHTCEN IuE /1 MLVCGQVEGETymT L+ IBavER Ly ZscMKEDHIN

fmb zn¥ssavI0jB31iDrh JrBCAKfvkFfG+Ipg 5 3sE2R350
vk ThomB MY io4 1M 1oroMEDu 1k 2V iLPfoF4Us2 3hHEiP T SP2CaAiPtel|

mGUGrhAL ropOpdcDin A8mig THA TwIn TRnCE TEDIRr] /g==

B i D]

:
g
:
g
&
3]

=1

Cert Issuer Info

PKCS#10 CSR Deta

CA Server Response

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 22 to go

E-mail [ ;
Firetox teus@theunis.or :
The KeyManager tool has following features : L g CAServertype @ PKCS10CA () MS Cert Service (O SCEP Server penCA O EJB CA
Themenan = Ceneration sl Key s and X olle belsed seliaigned o erifficate CAServerURL (10 igemstar.usae avaya.com: 16080/prodsignedcertdemoyp | | Login | | Download CA Certs|
N - Generation of PKCS#10 based Certificate Signing Requests (C :
ki - SCEP based Certificate enrcllment - it enables Firefox to acts 2 Issuer Subject DN l 1
Sunbird SCEP client can be invoked from other extensions and XPCOM lssuer Alias l 1
- signing of archive files, including XPI files, for Mozilla add-ons/ 3
XUL based GUI for command-line signtool in Mozilla NSS
Find Similar Add-Ons - Signing of Proxy Certificates (RFC 3820) and other users’ certifi [ I 1 [Seﬂd Sk AT CA} [ Cancel 1 [ el 1
# Privacy & Security - Signing and verification of Attribute certificates (RFG3281) I
- Exporting of private keys (in PKCS#8 and PKCS#12 formats) fq
based public key certificate and generation of configuration file fof
applications, such as cURL, Globus toolkit, ete. (You will find thi
are trying to use PKCS#11 complaint engines for Smart Card, e.q | q °
based apps.) Generate PKCS#10 l [ Generate CRMF] [ Help ] I Cancel l
i Lt 5
[<I . T )
| Done addons.mozilla.org
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HowTo the command line use openssl

$ openssl $ cat my_cert.crt my_private.key >my_cert.pem
OpenSSL> req -new -key my private.key -out my_request.csr ]

Enter pass phrase for my_private.key: . . $ rm my_cert.crt my_request.csr my_private.key
You are about to be asked to enter information that will be $ chmod go-w my cert.pem

incorporated -

into your certificate request. $ vi my _cert.pem

What you are about to enter is what is called a Distinguished Name or -

a DN.

There are quite a few fields but you can leave some blank . . . .

For some fields there will be a default value, make it ready for import into thunderbird

If you enter '.', the field will be left blank.

_____ $ openssl pkcsl2 -export -in my_cert.pem -inkey
Country Name (2 letter code) [GB]:NL

State or Province Name (full name) [Berkshire]:Limburg

Locality Name (eg, city) [Newbury]:Venlo

Organization Name (eg, company) [My Company Ltd]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []:Teus Hagen
Email Address []:teus@theunis.org

my_cert.pem -out my_cert.pl2

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

OpenSSL> quit

$ s
my_private.key my_request.csr
$ vi my_request.csr

Get it signed with CAcert,
cut/paste signed cert into my cert.crt

slides minus
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HowTo on the command line certutil

% certutil -R -a -n teus@my_domain.org -x -t "u,u,u" -s "CN=Teus Hagen, E=teus@my_domain.org, C=NL" -d . -g 2048
>request.csr
Enter Password or Pin for "NSS Certificate DB": my_password_is_a_secret

A random seed must be generated that will be used in the
creation of your key. One of the easiest ways to create a
random seed is to use the timing of keystrokes on a keyboard.
To begin, type keys on the keyboard until this progress meter
is full. DO NOT USE THE AUTOREPEAT FUNCTION ON YOUR KEYBOARD'!

Continue typing until the progress meter is full:

Finished. Press enter to continue:

Generating key. This may take a few moments...
% cat request.csr

Certificate request generated by Netscape certutil
Phone: (not specified)

Common Name: Teus Hagen
Email: teus@my_domain.org
Organization: (not specified)
State: (not specified)
Country: NL

----- BEGIN NEW CERTIFICATE REQUEST-----
MIICijCCAXICAQAWRTELMAKGALUEBhMCTkwxITAfBgkqhkiG9wOBCQEWENRLAXNA
bX1fZG9tYWluLm9yZzETMBEGA1IUEAXMKVGV1cyBIYWd1lbjCCASIwDQYJKoZIhvcN

asLwP+uZP9MwdF SWOEL81di860FNgLA5Skrluwewf j tdPXRugYTXVzCndpzpY/Fz
GS/2xpYuwaQDrz57L+YE4zakeoIuctZW9fWzz0j9
----- END NEW CERTIFICATE REQUEST-----
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How-To use the command line certutil

% cd ~/.thunderbird/*.default ; certutil -H

% certutil -L -d .

sirogate.nl P,p,p
aospan@netup.ru Py

CA Cert Signing Auth - Root CA CT,C,C
Teus Hagen's Root CA ID u,u,u
gstark@rubyservices.com p,P,p
StartCom Class 2 CA - StartCom Ltd. ,C,
Teus Hagen, Oophaga Foundation u,u,u
Thawte Freemail Issuing CA - Thawte Consulting ,C,
Staat der Nederlanden Root CA cT,C,C

% certutil -L -a -n aospan@netup.ru -d .

----- BEGIN CERTIFICATE-----
MIIE7DCCAtSgAwIBAgIDAV+VMAOGCSqGSIb3DQEBBQUAMHKkXEVBAOTB1Iv
b3QgQOExHjAcBgNVBASTFWhOdHAGLY93d3culOLm9yZzEiMCAGALUEAXMZ
QOEgQ2VydCBTaWduaW5nIEF1dGhvcml0eTEhqGSIb3DQEJARYSc3VwcG9y
KlaTaRN4xKjs098Z9r0qrIoKULkkjZYIbV61P6dyHnE70VxKpQs+wdaOzp
ML/DwtGfvao7uWcM/n2vNg==

----- END CERTIFICATE----

o?

certutil -a -n pg@fuare.at -D -d .

o?°

certutil -L -d . | grep fuare

o°

certutil -A -a -n pg@fuare.at -t "p,P,p" -i pgefuare.at.crt -d .

% certutil -L -d . | grep fuare
pg@fuare.at p,P,p

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90
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I The commerce or the community track?

* certificate is linked to identification
I identification is needed for e.g. trade and liability

* identification can be done:

* via address, transfer of money -> $

+ via Web of Trust and check of ID -> HR

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 26 to go



I Identification check is critical

your passport is it really you?

Shahiba Tulaganova UK journalist:
+ within 5 months on east European markets
+ bought 20 EU passports, 5 other
(UK, DId, F, S, NL, B, Es, PO, G, Cs, PI, Au, ....)
+ 300-3000 euro each

+ and was able to pass UK border many times with them.
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Certificate Authority signhature

* create private key and the public key

= Submitted To ‘ot
\ £
« send public key to CA: CRequest CoR).  Authority (GA)

Cert Signing Request (CSR) A0 | oS

Issues
Public Subject

. CA signs public key of individual: T |

Protected | e ) C'EB“;Ed To Client
M 4————— Private ——P
: : : 0 i Koy :
th|S pUb“C key IS from hlm. Private Client X.509 Certificate

Key Store rJ
-
Public
Key

* yes the pub key comes from him!

* yes itis his signature on this email!

this is cool!
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I What is a CA?

|, Certificate Authority XYZ | do hereby certify that

I ° CertiﬁC ate AUthOrlty _Borja Sotomayor_is who he/she claims to be and

Certificate_Authority X(2.
CA's Signature

* the CA Root Key is added into “your” CA-list
On which authority?

* Signs your X.509 public certificate
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I Why CAcert?

I * MISsion

on internet allow everyone to protect their privacy

* no discrimination
* everyone should be able to afford it, and apply it

* high tech, transparent

e volunteers
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I The implication for CAcert

* Open CA
I * full commitment for openness
+ non-profit

¥ NO Secrecy:
~threats
~updated
~software tooling used

~hardware tooling used

o cacert goosfrpur il g fypenopos.coqmyomy prmy o



I The disadvantages of openess

 funding needed

Hardware, PR, face 2 face meetings, connectivity

* volunteers needed .o DECLASSIFIE)

Short and long term, HR time is costly

SIMPLE SABOTAGE

FIELD MANUAL

* many discussions

OSS Simple Sabotage Manual (US CIAé) —_—

e the sendmail phenomenon
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I What is CAcert?

I  Community of Members, based on WoT
o

e CAcert Inc. association

Certificate of Incorporation
as an Association

(July 2003, NSW Australia)

* legal entities: =
* Not fully a assured Community Members
* - Assurers
* | Arbiters

© CAcert 3718 gPeus/IALGG 141 Dok 2008 90ZidespiniSs2onod (=7 ma ~malvAre cincra NAav, DNNQN
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I The CAcert supporting techi's

* help desk (80% forgot the password)
I * translingo (26 languages)
* support
* non-critical and critical sysadmin teams
* development (php, java, ssh, pearl, http, mysq|,
openssl)

e education (Assurer manual, http://cats.cacert.org)

20
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I CAcert Assurance

I * help, FAQ, tutorial documents and policies:

+ http://svn.cacert.org/CAcert/
+ and FAQ http://wiki.cacert.org/wiki

* important ones:
+ CAcert Community Agreement (CCA)
+ Non Related Disclaimer and License (NRP)

+ Assurance (Organisation) Policy
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I CAcert Community communication

e emaill lists:
I ~ help emalil lists
- Assurers email list

-~ Arbitration email list

=~ policy email list
-+ association email list

-~ Organisation Assurers email list
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I CAcert agreements

> CAcert Community Agreement (CCA)
I  Community Member

* membership obligations: keys, email contac

e liability
« arbitration (max US $ 1000 penalty)
* Non-Related Persons Agreement (NRP)

* license to use CAcert signed certificates

» disclaimer

* Gontributor License Agreement (CLA)
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I Web of Trust and the Relying Parties (RP)

I  provisions regarding apportionment of liability

* financial responsibilities:
* Indemnification by relying parties

+ fiduciary relationships

WWW.TRUSTNOBODY.ES

* like with Open Source: license and disclaimer,

permission to use, no permission to rely on.
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I CAcert Policies

* Policy on Policies (PoP) (ready)
I * (Individual) Assurance Policy (AP) (ready)

=~ Assurer Manual ( )

* Organisation Ass. Policy (OA policy) (ready)
~ Sub-policies ready for Europe, USA, Australia, ...

- Organisation Assurer Manual (to do)

» Cert. Policy Statement (CPS) ( )

© CACETR008. TousiNLLGE 14" Dec 2008190 Jidcq wins 29 b aof \
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I CAcert policies (2)

* Remote (Individual) Assurance Policy (pending)
I * Dispute Resolution Policy (ready)

* Policy on Foundations (ready)

* Privacy Policy (ready)

 Communication Policy (ready)



HowTo join

* Create

+ a CAcert account
» password/phrase
+ five Q/A's

e remember them!
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HowTo join Community

Welcome to CAcert.org - Mozilla Firefox

le Edit View History Bookmarks Tools Help | 4/ @& i |

Now: Partly Cloudy and 11°C -C;

Tonight: 3°C

- -

i) |L| www.cacert.org

Q)

sacert

Warning! This site requires cookies to be enabled to ensure your privacy and
security. This site uses session cookies to store temporary values to prevent people
from copying and pasting the session |D to someone else exposing their account,
personal details and identity theft as a result.

In light of the number of people having issues with making up a password
we have the following suggestions:

To get a password that will work, we suggest the following example: Frad Sm|7h

This wouldn't match your name or email at all, it contains at least 1 lower case
letter, 1 upper case letter, a number, white space and a misc symbol. You get
additional security for being over 15 characters and a second additional point for
having it over 30. The systermn starts reducing security if you include any section of
your name, or password or email address or if it matches a word from the english

dictionary...

My Details
First Mame: I
Middle Mame(s) I
{optional)
Last Name: I
Suffix I
(optional)
Date of Birth = =5
(ddimmiyy) |1 =l|january (1) =] [19xx
Email Address: I
Pass Fhrass": I
Fass Fhrass Again®: I

‘Flease note, in the interests of good security, the pass phrase must be made up
of an upper case ktter, ower case etter, number and symbol.

Lost Pass Phrase Questions - Flease enter five questions and your reponses to be
used for szcurity verifcation.

o
o[

Free digital certificates!

Join CAcert.org
Join
Rect Certificate

My Account
Password Login
Lost Password
Net Cafe Login
Certificate Login

Miscellaneous

Translations

Advertising
Druckerpatrone

Tintenpatrone
i Deutsche Stadte

Proxy: None |

n

-~
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C
I Get your identity checked! the Assurance

complete CAcert Assurance Form (paper ware)

show your Identity Cards to CAcert Assurer

*HL=
RIJBEWVIIS

sign CAP and

e
E RIBEWIS

show passport, driver license, the more the better

await Assurer to complete the assurance

you get points 10-35 per assurance (you need >50!)

and you get an email, view your details
create email/domain certificate entry

at home: create, cut/paste your Certificate Sign Request

s crdOulr AGELL WEh.Sife and import the new certificate



I CAP form

CO m p | ete CA P W i t h please visit: http:/www.CAcerL.org

full name

date of birth

pnmary emall addreSS drs. Teus F. Ghuege-Denis
date of Assurance

signature while there

CAcert

c

cer
CAcert Assurance Programme

Identity Verification Form (CAP) form

Chgcert Inc. - P.O. Box 4107 - Denistone East NSW 2112 - Australia - hitp:/'www.CAcert.org
CAcerrs Ract Cerlilicate shal fingerpeints, class 1: 1350 EC36 F49C BAED 3B1A B270 COA0 AB46 TECE AFL), dass 3: DB4C 4263 0TAF EAC2 AJ7D B304 SC1E 18C4 184E 2420
The CAcert Assurance Programme (CAP) aims to verify the identities of Internet users through face to face
witnessing of government-issued photo identity documents. The Applicant asks the Assurer to verify to the CAcert
Community that the Assurer has met and verified the Applicant's identity against original documents. Assurer may
leave a copy of the details with the Applicant, and may complete and sign her final form after the meeting. If there
are any doubts or concerns about the Applicant's identity, do not allocate points. You are encouraged to perform a
mutual Assurance.

For more information about the CAcert Assurance Programme, including detailed

ides for CAcert Assurers,

A CAcert Arbitrator can require the Assurer to deliver the completed form in the spute. After 7 years
form. The Assurer does
not retain copies of ID at all.

For the CAcert Organisation Assurance Programme there is a separ form.

points
dllocated

(type of ID shown)  max 20

(fihrerschein/paspoort)

<\ Date of Birth

1945-10-06

Exact full name on the 1D:
drs. T. Fabrice Ghuege-Denis

Email address: tesu.hagaen@thesu.xsdall.eu

nunityAgreement.php
2% my ldentity Information above is both true and carrect, and

to witness my identity in the CAcert Assurance Programme.

Date

2008-11-04 \

Assurer's Staternent

Assurer's Name:

Applicant's signature

Date of Birth

mr A. B. C. &B Per asp er.email@cacert.org 2010-12-32
] I, the Assurer, oy confirm that | have verified the Applicant’s Identity Information, | will witness the
Applicant's identityfy the CAcert Assurance Programme, and allocate Assurance Points.

4 I am a CAcert Community Member, have passed the Assurance Challenge, and have been assured with at
least 100 Assurance Points.

Date Assurer's signature

2008-11-04

& 2008 ChAcart Inc., V5, generated 2008-8-25
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I CAcert Organisation Assurance

* the organisation entity is in control:
I + (domain) server certificates
+ (emall) client certificates
for individuals within the organisation
e organisation needs to have:

+ CAcert Assured administrator

> 100 assurance points
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I Organisation Assurance requirements

legality of organisation:

I eg registration proof at trade office

proof (CEO) signatures/stamps are legal

proof system administrator can acquire and

manage certificates (formal letter of designation)

completed CAcert Organisation Assurance form

assured by CAcert Organisation Assurer
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COAP form
CAcert

Organisational

Assurance

Programme
details / policy is

country
dependent
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CAcert
CAcert Organisation Assurance Programme
Organisation Information (COAP) form

Chcert Inc. - P.O. Box 4107 - Denistone East NSW 2112 - Australia - hitp:/'www.CAcert.org

Chcadrt's Aoot Cadificate shai lingemprints, class 1: 1350 EC35 F45C BSES 3B1A B270 CDSE0 8845 TECE BF I3, class 3: DB4C 4263 073F ESCZ A3TD 85304 5C18 1804 1B4E 2420

The CAcert Organisation Programme (COAP) aims to verify the identity of the organisation.

The Applicant asks the Organisation Assurer to verify to CAcert Community that the information provided
by the Applicant is correct, and according to the official trade office registration bodies.

For more information about the CAcert Organisation Assurance Programme, including detailed guides to
CAcert Organisation Assurers, please visit: http:/'www.CAcert.org

A CAcert Arbitor can require the Organisation Assurer to deliver the completed forms and accompanying
documents in the event of a dispute. /

Organisation Identity Information

Name of the organisation Stichting Oophaga foundation T

Address (comma separated) De Burgerstraat 25, office 268, 1098 sterdam-Buitenveldert

Type, jurisdiction (stale) foundation, Netherlands E

Registered Trade Names Oophaga

Registration (id, name, region) NL-238603-AA02, Kamer van K del, Amsterdam

Internet Domain(s) oophaga.eu, oophaga.net, o & ophaga.org

Technical contact info Gdrge H. M. Sdmple )+31 77 327996

tesu.hagaen@thesu.xsda

Organisation's Statement

Make sure you have read and agreed with the CAGET Cammunity Agreement
http:/fwww.CAcert.org/policy/CAcertCorpfhunity Agkeement.php
Director Gerard mpg ) +31 773270066

4 | agree to the CAcert Community Agree

M hereby confirm that all informatian is complete and accurate and will notify CAcert of any updates or
changes thereof.

¥ | am duly authorised to act on
the specified organisation @
organisation information a

It of'the organisation, | grant certificate administration privileges to
or and, | request the Organisation Assurer to verify the
o the Assurance Policies.

Date

2008-08-18 %
Py

Signature and organisation stamp

Organisaticn Assurer's Statement

Organisati%ﬁ rer My O. Assurer-Name ) +31737201060
Assurer@cacert.org
4 |, the Assur&r hereby confirm that | have verified the official Information for the organisation, | will

witness the orgariation's identity in the CAcert Organisation Assurance Programme, and complete
the Assurance.
¥ | am a CAcert Community Member, have passed the Organisation Assurance Challenge, and have
been appointed for Organisation Assurances within the country where the organisation is registered.
Date Organisation Assurer's signature
2008-08-25

L 2008 CAcert Inc., V3, generated 2008-8-25
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C
I What does one get? It is free

client certificates:
=~ as many as you have email addresses

-~ > 50 assurance points your full name on it!

server certificates:
=~ as many as you have domains

-~ > 50 assurance points

code signing:

-~ > 100 assurance points

stamping service

* HowTo's and on line support
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I CAcert assurance

 print your CAP form
I  take your ID's
* get assured by an Assurer:

individual CAP

or
as organisation COAP

* documents/policies:

http://svn.cacert.org/CAcert/
and FAQ http://wiki.cacert.org/wiki
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I CAcert is community work

>10.000 “to be” assurers,
>1100 qualified assurers

translations into 30 languages
> 150.000 certificates in use
>100 on the help desk:

/ days * 24 hours email support

world wide

and CAcert certificates are free: at no charge
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I The unexpected message

I  my OS or browser shows the threatening message,

something as this:
“do not know the CA signing this certificate,
do you trust it? YES/NO’
* so | said:
“CAcert visit this URL how to spend € 250K.

If not, | do not trust you.”



|

I The audit

* Mozilla CA policy as till November 2008
I mid 2005, David Ross Criteria (DRC)
the unpublished list:



(0]

C

David Ross Criteria (DRC) (thanks to lan Grigg)

A.2-3 Certification Practice Statement and The core technical rules of the CA.
Certificate Policy
A.5 Security Manual DRC expects security details to be extracted from
CPS/CP.
B Access for Subscribers, and "the General short list of disclosures.
Public"
C24 Security, Maintaining Root Certificates "The root certificate private key is stored secure

from electronic and physical compromise.”

Co9 Use of External Re gistration Authority "RAs provide the CA with complete documentation on each verified
applicant for a certificate (see &A.2,w)"
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I Mozilla web side December 2008

* https://wiki.mozilla.org/CA:How_to_apply
I * Root CA inclusion request (send bug report)
» Information gathering and verification
» public discussion (2 phases)

+ |Inclusion

> https://wiki.mozilla.org/CA:Information_checklist

ca 11 chapters in total 35 requirements


https://wiki.mozilla.org/CA:How_to_apply
https://wiki.mozilla.org/CA:Information_checklist

I What do the requirements do?

+ control

I Impose:

¥ riSks
+ liabilities
+ obligations

for the end user.

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 54 to go



| A

I CAcert is currently

* being audited (lan Grigg), the goal: to get into
I software distributions and browser: Mozilla, ...

* putin place committed agreements
for end user and for usage (license)

» accept and rule community accepted policies

« quality assurance: education and control

* dispute resolution by arbitration

« committed to the EU privacy directive (EU DPA)

» CAcert services moved into a high secure location in Nid
* system admin teams under NDA and background check

* tons of ISO9000 type of buroCrazyness

* endless discussions ...

* the new Root (Sub) Key ...
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I The CAcert new Root Key

e why?
I the “four eyes principle” is unclear,

the old two Root Key(s): will stall audit
newer technology and newer use
NO Secrecy: openness
better suited for current organisation

history was built up
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I CAcert technical setup

* build on standard of the shelf HW
rack mount PC's, KVM & switches N\ S

(a rack full)

* build on standard of the shelt Open Software
Ubuntu, wiki, apache, php, GNU email list, svn,
ssh, openssl, gpg, BSD driven firewalls, ssl, Linux

amdriven.internal firewalls, virtual hosts, ...



The CAcert machinery & servers

test

sig

bit -

NAS

web+DB

WiKi

blog

bugs

svn

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90
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I How to generate a secret X.509 key

you need:
I ~ standard of the shelf PC
~ standard audio card
-~ standard Open OS: here Ubuntu 8.10

= standard X.509 tooling: e.g.
OpenSSL for key generation

Java for certificate information handling

- standard statistics tooling
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I Use the right random number

* random number generation
I * you need a lot of them

+ find the right HW combination...

+ find and check the right tooling:
-~ Turbid (www.av8n.com)
calibration is complex, time consuming, too slow
-~ randomsound (Linux tool, Debian)

make sure you have the right HW combination

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90 slides minus 60 to go


http://www.av8n.com/

| A

I Check your random numbers

I e use http://sig.cacert.at to check

* use standard tooling:

+ statistics:
~ chi square >0.01
~ arithmetic mean = 127.5
~ Monte Carlo = Pi

~ serial correlation

* compression figures, e.g. 7.99999 bits/byte
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I Statistical tooling

* ent
I e.g..ent -cC

* 1srandom

e.g..od /dev/random | israndom -n -r

check, check and check ...
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I The Key Generation Tooling (GPL)

see: http://svn.cacert.org/CAcert/Software
I * OS and tools installation: install.sh

+ key generation tooling: ceremony.sh

+ copy keys, passwords: CopyKeys.sh

+ and ... dismantle, destroy unencrypted keys


http://svn.cacert.org/CAcert/Software

|

I Install key generation

* installed Ubuntu 8.10
I ' * Install script:
. ||1 + upgrade to latest 8.10
o + install tools
b@? - openssl, java encr lib
cistre SHeKs ~randomsound

- statistical packages

+ upload scripts
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I Generate random number

e randomsound
I + sample 400K bytes
+ check result

ent:
~ 7.999564 bits per byte
~ chi square 241.31 50.00 %
~ arithm mean value: 275.5056
~ Monte Carlo Pi = 3.149971 error 0.27

ocacen, 200 e S QKRG GLEElAtIoN 0.001544



Generate random number (2)

+ 1srandom:
- length 3145736.0 (ideal 3145728.0)
~ compression 3163464
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I Generate keys

I e watch out (swap off) for:

* random file only resides on USB stick and RAM
* keys only on USB stick and RAM
+» passwords only on USB stick and RAM

* private keys: RSA 4096
e passwords generated size 32 bytes

| | |
 public keys publicized
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I What did we do on 28" November 2008 ?

1. generated Root Key, self signed
I 2. generated 4 Sub Root Keys,

signed by Root Key:
~ not Assured Members Sub Root Key (Class 1)
~ Assured Members Sub Root Key (Class 3)
~ 2 spare Sub Root keys

3. (Sub) Root Keys and passwd sticks for escrow

Cff Acert @8, TeubNLLAErY" Dec 200, of hegminus QBtoge. Lo ] L~ emrasN adiAal e FAr AT
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I Keys & passwords for escrow
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I Admin sub root keys and passwords

© CAcert, 2008. Teus/NLLGG 14™ Dec 2008, 90
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I CAcert USB stick destruction tool
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I and ... dismantle used PC

 disk cleaner “shred” took 1.5 day
I * deleted audio card

e deleted CDrom

e paranoia said:
parts (random number, private key) good be on

disk, regeneration due to hardware combi
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I What now for the Sub Root Keys?

» get them installed (done)
I * get them evaluated (pending)
 get policy for use of certificates

defined and accepted (to do)



| S

I What now for audit

* finish audit project (36K Euro NLnet funding)
I ~ finish policies: CPS, sec & OA manuals
=~ have auditor check on rulings

- auditor final visits to location, assurance events

* send Mozilla ready signal and wait ...
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I in the mean time, this is for you ...

I * get people assured (scale up)

* get active for:
P assurances (become a real Assurer and RFM)
» developments
» support
» and: ... have fun as system admin & developer,

and join the teams ... get in touch!
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Thunderbird certificate usage

| fGur Certics tes Other People's | Web Sites  Authorities |

fou hawe certificates from these organizations that identify you:

Certificate Mame I Purposes i Ser| fca e =
(=] CAcert Inc.
L Teus Hagen Client,Server Sign, Encry... 3B:0) | four Lertificates | Other People's | Web Sites  Authorities |
B Root CA iz i A
i--Teus Heigein Client.Server Sign,Encry... 0d:4 ‘fou hawve certificates from these organizations that identify you:
Tels Hagen Client,Server Sign, Encry... 03:3 I Certificate Name i Security Device _1 Purposes l Sarial Numbsr I Expires On _1 B
- Teus Hagen Client,Server,Sign, Encry... 03:3 EEI CA
: -Teus Hagen Client,Server,Sign, Encry... 03:3) f
E--Teus Hagen Client Server Sign, Encry... 03:2 Teus Hagen Software Security Device  Client,Server,Sig... 04:42:E4 11082009
* Teus Hagen Client Server Sign, Encry.. 031 Teus Hagen Software Security Device  Client,Server Sig... 03:25:33 0172472008
“~Teus Hagen Software Security Device  Client,Server,5ig... 03:16:R4 QL09y2008
Backupall | | Import
Backup All | | Import
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Thunderbird certficate usage

| BT Certioates Other Pé:pli

You have certificates from th

Certificate Name
(=] CAcert Inc.

L Teus Hagen
=) Roat CA
i--Teus Hagen
Teus Hagen
-Teus Hagen
-Teus Hagen
E--Teus Hagen

: Teus Hagen

Certificate Manager

Your Certificates| Other People's | ek Sites | Autharities

‘fou hawe certificates on file that identify these people:

Certificabe Name

1 Purposes

| E-Mail Addre=s

= CAcert Inc.
~Andreas Hirsch
- Alejandro Mery Pellgrini
- Mario Lipinski
Sebastian Koppers
;--Rasika Cavarathna
f---lan Grigg
~Johan van Selst
- Henrik Heig|
- Mario Lipinski
- Matthias Subik
- Michael Diederich
Michak.
- Henrik Heig|
- Rasika Dayarathna
. Sabastian Kippers

[=] Root CA

Bastiaan Fransiscus van den Dikken. ..

f--]ens Paul

- Evaldo Gardenali
- ChAcert WaT User
Gregory Stark

Client,Server, Sign, Encrypt
=Expired=

Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Client,Server, Sign, Encrypt
Client,Sarver,Sign, Encrypt
Clignt,5arver,Sign, Encrypt
Client,Server,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt

Clignt,Sarver,Sign, Encrypt, Object. ..

Clignt,Sarver,Sign, Encrypt
Client,Server, Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt

Client,Sarver,Sign, Encrypt
Client,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Client,Server, Sign, Encrypt
Clignt,Sarver,Sign, Encrypt

Import

afj@gmx.org
amery@mgesks.cl
cacert.orgi@ 4w info
cacertim kueppers.ath.cx
dayarathna@agmail.com
iangi@systemics.com
johans@stack.nl
kontakt@ivamp.de
mariolipinski@gymsz bad .de
matthias@subik.at
michagl@md-d.org
michal@=wicz. nat
prigcacert-germany.de
rasika@cacert.ong
sebastian@ kueppers.ath.cx

bas@dikkenberg. net
cacerti@canyonsport.de
evaldo@gardenali.biz

frans.schippersi@xsupport.nl
gstarki@electrorent.com

5=

OK
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Thunderbird certificate usage

| Bur Certificates | Other Peopls

You have certificates from th

Certificate Name

(=] CAcert Inc.

L Teus Hagen
=) Rt CA
é--Teus Hagen
-Teus Hagen
-Teus Hagen
-Teus Hagen
g--Teus Hagen

: Teus Hagen

Your Certificates

R

ar pla's WebSﬁ:E g.ﬁuti'mFitﬂi.é

Certificate Manager

‘fou hawe certificates on file that identify these people:

Certificabe Name

I Purposes

| E-Mail Address

= CAcert Inc.
~Andreas Hirsch
- Alejandro Mery Pell
- Mario Lipinski
Sebastian Koppers
g--FLasika Cavarathna
é---lan Grigg
~Johan van Selst
- Henrik Heig|
- Mario Lipinski
- Matthias Subik
- Michael Diederich
~Micha&
- Henrik Heig|
- Rasika Dayarathna
| Sebastian Kippers
=] oot CA
Bastiaan Fransiscus
é---jens Paul
- Evaldo Gardenali
- ChAcert WaT User
-Gregory Stark

Your Certificates | Other iJ'enpie:E th'Sité_ uthorities

Certificate Manager

‘fou hawe certificates on file that identify these certifimte authorities:

Certificate Name

| Security Device

=] RSA Data Security, Inc.
- Merisign/RSA Secure Server CA
Secure Server OCSP Responder
=] RSA Security Inc
- RSA Security 2048 v3
{...ISA Security 1024 v3
= Root CA

LeCA Ceart § igning Authaority

=] SECOM Trust.net

“Security Communication Root CA
=] Sonera

- Sonera Classl CA

. Sonera Class2 CA
=] Staat der Nederlanden

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Taken

Builtin Object Token

Builtin Object Token
Bouiltin Object Token

View | | Edit | | Import | |

Delete
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Thunderbird certificate usage

Account Settings

=l teus@mecvax.theunis.org Ea Security
i Sarver Settings ]
: Conies & Fald To sand and receive signed or encrypted messages, you s - Select Certificate
FFHORIES s signing certificate and an encryption certificate. -
:..Cnmpositic\n & Addressing [ L ) Certificate:  |iTeus Hagen, Oophaga Foundation [03:50:AD] ¢ G |
i ~ Digital Signing
wOffline & Disk Space : Ax .
: : Use this certificate to digitally sign messages you send|  D=tails of sslected cartificate:
soJunk Settings : L
: b Imiported Certificate | Issued to: E=teus. hagen@oophaga.org, CN=Teus Hagen
:"OFEHPGP Gl = | A Serial Number: 03:500A0
‘Return Receipts o ) Valid from 03/19/2007 15:03:16 to 03/18/2009 15:03:16
- Digitally sign messages (by default) Purposss: Client,Server,Sign,Encrypt
- Security . Issued by E=supporti@cacert.org CN=CA Cert Signing Autharity, OU=http:/fwww.cacert.org, O=Root CA
=) teus@open.nlnet.nl _ Encryption Stored in: Software Security Device
i . =2 this certifica ENCry| ecrypt messages sen
s:Sarver Sethings Use this certificate to &d t
-Copies & Fold f {
o —— | Imported Certificate | | se
‘- Composition & Addressing a—
f..J:;rr-ﬂi,-,E & Disk Space Efefault encryption setting when sending messages: | Cancel | i Kk
;--Junk Settings ® Never (do not use encryption)
i+ OpenPGP Security {1 Required (@n't send message unless all recipients have cartificates)
i Return Receipts
" Security - Certificates —
) Verification x
[= teus@elx8. theus.ninet.nl | i Ceckifeai | | B e
L.Sarver Settings L Thunderbird can use Online Certificate Status Protocol (CCSP) to verify certifiates.
i ; Sat Thunderbird to use OCSP as follows:
i Copies & Folders
{..Com position & Addressing Do not use OCSP for certificate validation
:--Ofﬂine L Disk Space |_\_"'_: (@) ilze OCSP to validate only certificates that specify an OCSP service URL

[ Add Account... | [ Usza OCSP to validate all certificates using this URL and signer:

| Remowe Account

Cancel | oK Cancel | ok |
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I PGP, GPG or GnuPG

 private/public key encryption

+ the game of collecting signatures

+ have your finger print ready
* sub-keys
« commonly used as check in Open Software distributions and

reprocitories
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PGP/GPG install

©¥Download - GhuPG.org - Mozilla Firefox -10O] x|
Bestand EBewerken Beeld Geschiedenis EBladwijzers Extra Help :'iGu:n:ugle |:::]

<.|"El - —., * @ P ﬁj’ ir~;°_"* http: /v, gnupg. orgfen)/downloadfinde:. html _| hd I_]
Fackages for Debian GNUILinux are available at the Debian site | =]

RPM packages of this software should be available from rpmfind networl.
Fackages for other POSIX-like operating systems might be available at Unix Security |
Fackages for Mac 08 X should be available at Mac GPG . J

Sources and precompiled binaries for RISC OS are available at Stefan Bellon's home page
who ported GnuFG to this platform.

There is also a version compiled for MS-Windows . MNote that this is a command line wersion and
comes with a graphical installer tool.

- GnuFG 147 compiled for Microsoft Vyindows. E FTP
- Signature and SHA-1 checksum for previous file. FTP

b806esT89c93deedl5hl129170de6bebhfelabart8f grnupg-w32cli-1.4. 7. exe

4] | _>I_I
v

| fep: ffFbp. anupg. orgfacryptfbinary fgnupg-w32cli-1.4, 7 exe
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I GNUPG use

* Thunderbird plugin: OpenGPG/Enigmail
¢ KG PG < Key Management - KGpg _mx

File Edit Miew Keys Groups 5Settings Help
(KB ¥ B searcn: | )
I| Mame | Email | Trust | Expiration | Size | Creation Id B‘
=] E%Teus Hagen (own e... teus@theuni... Unlimited 1024 10f17/02 Ox85796A...
2 @=EiGamal subkey [ ] unlimited 1024 10/17/02 0xBCA93...
g’reus Hagen... teus@theuni... - Unlimited - 10/17/02 OxB5796A...
 [@] proto ia I - - - 5
g.ﬂ.dam Butlter adam@ada... - Unlimited - 07/08/04 OxABFEA... DI
gﬂdafe Garbee bdale@gag.c... - Unlimited - 02727706 OxF2CFO1AB
gfhrfsmph M... Christoph.M... - Unlirmited - 11/02/04  0xF95C2FeD
E,Chn’smph M... marting@@uni-... - Unlimited - 11/02/04 0xB5CES...
&Canaﬂﬂ'ﬂn’... conalli@cona... - Unlirmited - 12/06/06 OxEE7DC...
gﬂawﬂ'SmW... dawvid@schw... - Unlirnited - 11/07/04 OxCSAL1FT...
&D&an C. Strik  dean@ipnet... - Unlirnited - 05/26/05 0xB9EF3803 EI
136 Keys, 0 Groups_

* Gnome Keyring Manager
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KGPG keyring manager

Key Properties - KGpg

MName: Teus Hagen
File Edit Wiew Keys Groups Ermail: teus@theunis.org
L - Comment: own email address
X E v ¥ B
; Creation: Thursday 17 October 2002
Name | Ernail
=] @gTeus Hagen (own e... teusi@thd Expiration: Unlimited
& E=EiGamal subkey Trust: Ultimate [
gTeus Hagen... teus@ty qwner trust: | Ultimately |v] Photo Id:
E:l ¥
Phﬂm id Key 1D: C4B1079885796A23 [_| Disable key
&Adﬂm Butler adam@q Algorithm:  DSA [ Change Expiration... ]
gﬂdafe Garbee bdale@g] Length: 1024
; e [ Change Passphrase... l
&C‘hrﬁsbﬂpﬂ M... Christop] Fingerprint:
gcnrfsmpn M. marﬁn@l [4535 2980 5FC3 F182 C237 6DB5 C4B1 0798 8579 6AZ3 ]
gr:anarro'ﬂn'... conali@d
gﬂaw‘d Schw... david@

gﬂeani‘:. Strik  dean@ipnet... - Unlimited - 05/26/05 UxEBEF3EU3B
-

136 Keys, 0 Groups )
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I PGP particularities

PGP keyservers for public keys
I + pgp.mit.edu
* keyserver.ubuntu.com

* keys.pgpi.net
* PGP statistics

* pgp.cs.uu.nl

+ the game of ranking



: S

I PGP and CAcert key sighature

* Once a CAcert certificate you can have your
I PGP key signed by CAcert

* Usually CAcert assurers are willing to sign your

PGP key as well



(0]

C

I PGP & X.509 Certificate comments

PGP name check is weak

PGP ID check is weak (no policy)

PGP no community agreement

PGP young standard, pretty mature ( > 15 years)

X.509 are used in internet protocol (browser) communication
PGP well used within technical Open Source community
PGP not easy to install in email handlers

PGP main use: email and software distribution

PGP keyservers/statistics and spam?

No X.509 certificate distribution infrastructure
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I FSFE and GNUpg

I Free Software Foundation Europe

 FSFE Fellowship crypto card
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I Questions to ask now:

* How to recover my password, why so complex?
I  How do | get involved?
 How to import/distribute certificates?
* How to use OpenSSL?
* Why should we have an Organisation Assurance?
* What is changing for me now?
« The CAcert http://wiki.cacert.org/wiki/ says this, and you say that? Where
do | find the search button?
 http://svn.cacert.org/CAcert/ Is a place to look for?
 What is the difference between CAcert Community Member and CAcert

Association Member?
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http://wiki.cacert.org/wiki/
http://svn.cacert.org/CAcert/

(0]

C

some references and handy URL's

* http://www.cacert.org

* http://wiki.cacert.org/wiki/

* http://svn.cacert.org/CAcert/

» http://www.pgpi.org/doc/pgpintro/
* http://www.cacert.nl

» http://sig.cacert.at

* Bruce Schneier:
~ Applied Cryptographyr, publ. John Wiley, 1996.
+~ Secrets and Lies: Digital Security in a Networked World, publ. John Wiley, 2000.

=~ http://schneier.com/blog Hacking the new Boeing 787 Dreamliner airplane

http://tlsreport.layer8.net/reports/My_URL?protocol=https
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http://www.cacert.nl/

Thanks, some materials are used from: Wren Hunt, lan Grigg and others
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