© CAcert, 2007

11P

Remember, your sense of

conviction and your involvement
with the content of the
presentation are critical

to its success.
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| CAcert

I What is CAcert about?

I e content

- frust

- X.509 digital certificates
- CAcert community \ C ’
- CAcert services

- the HowTo

- why should 1?

- me too!
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CAcer

I On the internet everybody is a dog

"On the Internet, nobody knows you're a dog.”
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I trust is not identification!

* who are they?

I * trust worthy?

* use digital signatures for
identification

 Web of Trust

- GPG
- X.509 certificates
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: CAcert

I Identification (the email from Nigeria)

I * verify email

- sender

- receiver

- MTA client . %

- MTA server

* forging
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I Your passport is it you?

e BBC 1 Panorama 1st of December 2006
I * Shahiba Tulaganova UK journalist:

- within 5 months on east European markets
- bought 20 EU passports, 5 other

(UK, DId, F, S, NL, B, Es, PO, G, Cs, PI, Au, ....)
- 300-3000 euro each

- and was able to pass UK border many times with them.
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I Secure digital content

« documents
I * Images
e software code

* stamping
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I Secure data transfer

* Secure Socket Layer
| T
» Secure Hypertext
Transfer Protocol
- https
* Virtual Private Network

- VPN

L Meir Qe Loprpdr ofrden. A nagdfs rpdwrvnds TROni SIS el oy bl SERSISn
4
] Intarnat
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I Certificates are official

I * Pres. Clinton signed

S 761 - The Millenium Digital

Commerce Act June 30,2000.

 http://www.techlawjournal.com/cong106/digsig/Default.ntm
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CAcert
What is a digital ertificate?

| “ Certificate Viewer:"Teus Hagen, Oophaga Foundation”

[General| Details |

!
' This certificate has been verified for the following uses:

[ SSL Client Certificate

[ S5L Sserver Certificate

[ Email Signer Certificate

[ Email Recipient Certificate

Issued To
Common Name (CN) Teus Hagen
Organization (O) <MNot Part Of Certificate=
| Organizational Unit (OU) =MNot Part Of Certificate=
| Serial Number 03:50:AD
| Issued By
Common Name (CN) CA Cert Signing Authority
f Organization (O) Root CA
| Organizational Unit (OU) http:/fwww.cacert.org
|
 validity
. Issued On 03/19/2007
" Expires On 03/18/2009
Fingerprints
SHAL Fingerprint 79:B5:57:6C:EC:02:91:AD:93:2C:B9:11:83:DD:44:72:53:10:22:50
MDS Fingerprint JE:B6:2C:69:1D:84:50:57:9C:83:23:20:1D:00: CE:6A

Close
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How does a cert look like?

* mcvax.theunis.org.pem
* mcvax.theunis.org.key
* mcvax.theunis.org.csr

* mcvax.theunis.org.crt

* mcvax.theunis.org.p12
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teus@mcvax:/etc/ssl/private

Fle Edit View Terminal Tabs Help

-----BEGIN R5A PRIVATE KEY-----
MIICXgIBAAKBQQDcCB8ybQIM22owYvH/Wg2iijIABERTevHZvnk8sTrgBLikDmivf
cB803r7585sRGKvNBYxjPyH1ALcObT 4Tem/GCTLBACKSoTp6,/adhjnpRg2IZhw M
AOGBAIpTCRBABONSEOVKSCLFTH: 210w afe [odadgrianipGimFvakap31NKsAG
g2bxdLWoCzH1hhhid meass S gl 0 UM PRyl PPRAREA+LTIRLp]9ID3S
wW3kus /T ow] Pl g Wit all st ey P voevufEbLS
AGYIi0ieTNA Pyl SN S el DN Dl F S e | SM L SurkuGHBN
GyBjPIKSrLzvU tipsn /el /SR e, sl s Mg SaAmms v By D ZKz AKBO
w3kus/xfowIBAOKCWIqQe,/ WosOy il sl L, sLultfehivoevufEbLS
1yDNO59KwIvZ1XyyTaRdx0Y /9Cb0sXwkNp4 fDOKSTY ZX60XyY rhBMYACVmgiwsVb
9Ky FSVEIKVMmMMIWOGPxAKEAMU1TWQSUVRBjHGtWcebgLVBLNhYacKeONFDAIK3d
FFYkKgcrsygujNujB/P3IESeBwgEMWDhiwlVOWI11C8vZA==

————— END RSA PRIVATE KEY-----

————— BEGIN CERTIFICATE-----
MITEFTCCAT2gAwWIBAQIDARRSMARGCSQGSTb3ID0EBBAUAMHKXEDAOBgNYBACOTELIY
h30'§|0EJExH]AcBgNVBASTFWhBdHAﬁLy93d3ch2FJ Z)(JE!Lm‘J:.fZZElHCAGAlUEAxHE

Q00EgQ2VydCBTaWduaWgal 0
MBCGALUEAXQQKi50aGUSE teus@mcvax {etc{ssl{prr\rate
gYkCgYEA3AvVMmMOCDNtq Fle Edit View Terminal Tabs Help

fErERLirSwWMYz8h9QCH ----- BEGIN CERTIFICATE REQUEST----- ]
8sn4KG7UmgLkgOFAd] g MIIBzDCCATUCAQAWGYsxCzAIBGNVBAYTAKSMMRAWDGYDVQQIEWdMalW11idXInMRUW
hDAMBgNVHRMBATSEA] A BAMTFHNpcm3nYXRLLNROZXVuaXMub3InMREWHQYIJKoZIhvcNAQKBFhBOZXVZQHRo
YIZIAYb4QgQBBgorBg: X5zNBXH4n5z8ZvN] IDaMXeT7KRMnBOQYgEQILW/Kh06JDCmLTwwOqkI7MIFvLggl
Aris X GydDuqwNYDD7esBsyXk4f8LVxVyTbvgYBv]jyHDBT7yeib8chbYedfi6jL+wG8/ xCv
JKA1hiBodHRWO18vA3q ¢ /g1 3¢pywDrirzaSpudof rFcB/ reawIDAQABOAAWDQYIKoZIhy CNAQEFBQADGYEA
fgTfs1wIgAPIavUZAK)Y zanzE6/IL@IVSLYZV1]d/HRhy3T1ilULNBPEWHPOMXUEBEXTGZ4MT rinfQOHIOTARSY
kyyk1XgBbQQ&MM7 pqp EwYDVOQHEWXHCNViYmVudmayc3QxEzARBgNVBAOTCIR1dXMgSGFNZW4XHTADBgNY
Ngcxz/ f9hmghGiULeAl GydDugwNYDD7es0syXk4faLvxVyfbvqYBvjyHDOf7yei68chbyedfibjL+wGB/xCy
AQQFAAOCAgEAe ] vbfxg GOFVeboydg2zR8HIaj8ivmju4aCDq0]JzhRSOh++8aB5nuve7HLE J kKKuilUtdBT1B
6vGoe2Ucnd2dsHRLmMT FN4KLHUU+GNZQR}'UXfEYNICq-yRJﬂ3bkc9bBIDHI+ZdU=

X/thAu70Fa+0UGHMK3] ~~ END CERTIFICATE REQUEST----- B

XgJx504AFQMKrpD4xb4 =

+UFxKrF2elnBGZF lFfdf‘l.fFT+XamBm1cAzAkch?ghDchJleDYth-’-lfUpBHohCA
nZjFR/FxcMWtcjwfINGmEVOLr1+7zz/sul4QuzBgFNAQBePvE4uBmpelDDyCKRLpC
41KeWeVtGLBpvFd4 rPOOTHrLEOLNO9FX9ISQKrwiWS+7hn308phT9ika=

————— END CERTIFICATE-----
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CAcert

Client certificate how to?

* Use your browser
* use firefox or

e use thunderbird
edit

preferences

advanced

certificates
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This stick combinehs: x
ert certificate holaer, e .

%a violet flash light (non official paper will get

highlighted), and _

1 %B of encryption flash drive

on one USB stick.

swerabasr 7007
This is a mock up, 19" of October JUU/.

teus, LinuxWorld, Utrecht, Nov 2007, 12


http://www.cacert.org/

I CAcert HowTo
* join/register

* create

- a CAcert account

© CAcert, 2007

!"- Welcome to CAcert.org - Mozilla Firefox
F‘

Hle Edit View History Bookmarks Tools Help | 4 @ @ | Now: Partly Cloudy and 11°C {2

Tonight: 3°C

- - i) |L| www.cacert.org

=[] Q-]

EY

sacert

Warning! This site requires cookies to be enabled to ensure your privacy and
security. This site uses session cookies to store temporary values to prevent people
from copying and pasting the session |D to someone else exposing their account,
personal details and identity theft as a result.

In light of the number of people having Issues with making up a password
we have the following suggestions:

To get a password that will work, we suggest the following example: Frad Sm|7h

This wouldn't match your name or email at all, it contains at least 1 lower case
letter, 1 upper case letter, a number, white space and a misc symbol. You get
additional security for being over 15 characters and a second additional point for
having it over 30. The systemn starts reducing security if you include any section of
your name, or password or email address or if it matches a word from the english

dictionary...
My Details
First Mame: I
Widdle Name (s) I
(optional)
Last Mame: I
SI._If'fix I
{@ptional)
tggﬁnﬂ;i?;] |1 xl|january (1) x| [13xx
Email Address: I
Pass Phrass": I
Pass Phrass Again® |

‘Plase note, in the interests of good security, the pass phrass must be made up
of an upper case ktter, ower case etter, number and symbol.

Lost Pass Phrase Questions - Flease enter five questions and your reponses to be
used for security verifcation.

o
o[

Free digital certificates!

Join CAcert.org
Join
Roct Certificate

My Account
Password Login
Lost Password
Net Cafe Login
Centificate Login

Miscellaneous

Translations

Advertising
Druckerpatrone

Tintenpatrone
: Deutsche Stéadte

Proxy: None

-~
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| CAcert

I CAcert HowTo

* get assured by an Assurer:
I - Individual CAP

- Or

- as Organisation COAP

* documents/policies:

- http://svn.cacert.org/CAcert/

- and FAQ http://wiki.cacert.org/wiki
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I CAcert HowTo

* create R s~

File Edit View Terminal Tabs Help

= Private key ————— BEGIN CERTIFICATE REQUEST----- |

MIIBzDCCATUCAQAwWgYsxCzAJBgNVBAYTAKSMMRAWDQYDVOOQIEwWdMaWlidXInMRUw
. BAMTFHNpcm9nYXR1LnRoZXVuaXMub3JInMRBwHQY IKoZIhvcNAQkBFhBBZXVZQHRO
- Cert Slgn Req X52ZNBXH4n5z8ZvNjIDaMXeT7KRMnBOQYgEQI1W/Kh06IDCmLTwwOqkI7MIFvLgql
GydDugqwNYDD7esBsyXk4T8LVxVyfbvqYBvjyHDOT7yeif8chbYedfifj L+wGa,/ xCy
¢/01JcpvwDrlrZASpu9ofrFcB/rc9wIDAQABoAAWDQYIKoZIhvcNAQEFBOADOYEA
ZanzE6/JLBIVsLYzV1jd/HRhy3TilULn@pEwHpoMxuebx7gZ4mT riwfQoHIoTAREY
. . EwYDVQQHEwxHcnVi¥mVudm9yc3QxEzARBQNVBACTCLRLdXMgSGFnZW4xHTADBgNV

- have It Slgned GydDugqwNYDD7esOsyXk4f8LVxVyTbvgYBvjyHDBT7yel68chbYedfi6jL+wGB/xCv
GOFVeboydg2zRBHJaj8ivmju4alDq0jlzhRS0h++8aB5nuvA7HLE j kKuiUtdBT1B

Fwd4K1HO0+GNZgRyOXfayNIc4yRI®3bkCIbBIDMI+zd0=
----- END CERTIFICATE REQUEST-----

* Import -
- Private Key
- Public Key: the certificate
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se it

* to login
- how broken is email
address/password pair?
- better
use CAcert cert login!

* to sign documents, really?
 to identify yourself

* to secure data transports

© CAcert, 2007

CAcert

ign In - Microsoft Internet Explorer -0 %]

File Edt Wew Faworites Tools  Help
T o I ‘ Qsearch  [iFavorices EMedia @‘ B-SEEge s

Address I@ https:Jsignin.ebay.comws2{eBayISAPL dIPSigningf avoritenav=sid=Rruproduct=fpp=fco JJartnerId=2&ru=&i1=&ruparams=&pageType=&paZ=&bshowgif=&pa1=B;pUstj @ Go

eV

a

Sign In Help
New to eBay? or  Already an eBay user?
If you want to sign in, you'l Bay members, sign in to save time for bidding, selling, and
need to register first. other activities.

eBay User ID

|
Register> Forgot your User ID7

Password

S —

Forgat your password?

Sign In Securely >

™ Keep me signed in on this computer unless | sign out

Registration is fast and free

QAccount protection tips
‘fou can also register or sign in using the following service

FRESFORT
SignIn .|

About eBay | Announcements | Security Center | Policies | Site Map | Help
Copyright @ 1995-2004 eBay Inc. All Rights Reserved, Designated trademarks and brands are the praperty of their respective awners, Use of _
privacy s

this Web site constitutes acceptance of the eBay User Aqreement and Privacy Policy,

E

[&] pone [ 18 @ meemet 4
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CAcert

I CAcert is community work

>10.000 assurers

translations into 30 languages

> 100.000 certs in use
>100 on the help desk: 7 * 24 email support
World Wide

and CAcert certs are free!
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CAcert

I CAcert is currently

being audited, to get into
- get in software distributions and browser: mozilla, ...

committed agreements
- for end user and for usage (license)

community accepted policies

quality assurance: education and control
dispute resolution by arbitration

committed to the EU privacy directive (EU DPA)

Yo
%

CAcert services moved into a high secure location in Nid

© CAcert, 2007
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| CAcert
I CAcert is supported

» CAcert services run on Oophaga Foundation highly secured
I servers in Holland

e sponsored by
- HCC, NLUUG, NLnet
- SUN/AMD, Tunix, Cisco, Net Apps

- and hopefully by you too!

! bit TuNix Sonance
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CAcert

I CAcert is you!

11P

Remember, your sense of

conviction and your involvement
with are critical
to its success.

Thanks, some materials are used
from: Wren Hunt, Jens Paul
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