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® University of Applied Sciences with about 1000 students

® Faculty of Information Technology (300-400 students)
® Bachelor Course (3 years), Master Course (+1.5 years)
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Summary of my talk:

® Due to repeated failures and detected vulnerabilities in both
electro-mechanical and electronic voting machines, voters have
somehow lost faith that the outcome of a poll always represents
the true will of the electorate.

® Manual counting of paper ballots is not really an option in the
21st century and is not free from tampering either.

® Modern cryptographic voting systems allow true end-to-end
verification of the complete voting process by any individual
voter, without sacrificing secrecy and privacy.
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® In the 2006 mid-term federal elections, one third of registered U.S.
voters used Direct Recording Electronic (DRE) voting machines.

® In the 2008 federal elections, many states returned to paper
ballots with optical scanning but six states used 100% DREs
without a Voter-Verified Paper Audit Trail (VVPAT).

Diebold Elections System DRE voting
machine with a VVPAT attachment.
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Voter smashes DRE in
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2006 - Princeton study on Diebold DRE:
Hack the vote? No problem

March 3 2009 - Germany:
2006 - Dutch ES3B voting machlnes || Bundesverfassungsgericht

Hacked to play chess

bans e-voting machines
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® Any voter can verify that his or her ballot is included
unmodified in a collection of ballots.

® Any voter (and typically any independent party
additionally) can verify [with high probability] that the
collection of ballots produces the correct final tally.

® No voter can demonstrate how he or she voted to any
third party (thus preventing vote-selling and coercion).
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® Punchscan by David Chaum.

® Prét a Voter by Peter Ryan.

® Scratch & Vote by Ben Adida and Ron Rivest.

® ThreeBallot by Ron Rivest (paper-based without cryptography)

® Scantegrity II by David Chaum, Ron Rivest, Peter Ryan et al.
(add-on to optical scan voting systems using Invisible Ink)

® Helios by Ben Adida (http://www.heliosvoting.org/)

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 11



. . . Institute for
Helios (http://www.heliosvoting.org/) l a internet Technologies

and Applications

Helios Voting

Elections you can audit

If my vote is supposed to stay secret, how
can | verify that it was counted correctly?

The Helios “oting System implements advanced cryptographic technigues
to maintain ballot secrecy while praviding a mathematical proof that the
election tally was correctly computed.

We call this an open-audit election,
because you or anyone else can audit it.

Check out our Frequently Asked Cluestions.

Create an Open-Audit Election

[Home] [My Elections] [Learn] [Blog/Updates]

All content on this site is licensed under a Creative Commaons License.
If you redistribute this content, you should give credit to Ben Adida and Harvard University.
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Helios Voting

Elections you can audit

Create a New Election

Name: |inuxTag 2010
® Helios administers your election

© You administer your election

O Multiple trustees administer your election

Next >>

[Home] [My Elections] [Learn] [Blog/Updates]

All cantent on this site is licensed under a Creative Commaons License.
If you redistribute this content, you should give credit to Ben Adida and Harvard University.
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Helios Voting

Elections you can audit

Create a New Election: LinuxTag 2010

An election managed by Helios.

Generate Election Keys

[Home] [Wy Elections] [Learn] [BlogfUpdates]

All content on this site is licensed under a Creative Commons License.
If you redistribute this content, you should give credit to Ben Adida and Harvard University.
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Helios Voting

Elections you can audit

LinuxTag 2010

Election ID Administration
agxoZWxpb3N2b3RpbmdyEAsSCEVsZWNOaW9uGJ2QBww !

Election in Progress

® yoters

Election Fingerprint ,
lgWpeBzsJ9K0z104RBmIxspOuNM * compute tally

s grchive election

Vote in this election [audita Single Ballot]  [Bulletin Board of Cast Votes]

[Home] [My Elections] [Learn] [Blog/Updates]

All cantent on this site is licensed under a Creative Commaons License.
If you redistribute this content, you should give credit to Ben Adida and Harvard University.
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Helios Voting

Elections you can audit

Freeze Election: LinuxTag 2010

Once frozen, an election's gquestions can no longer be modified.

=ince you have set up your election with closed registration, you will also not be able to maodify the woter list once you freeze the election, nor will
you be able to switch your election to open registration.

You must freeze an election before you can contact voters,

freezel

never mind

[Home] [My Elections] [Learn] [Blog/Updates]

Al content on this site is licensed under @ Creative Commons License.

If you redistribute this content, you should give credit to Ben Adida and Harvard University,
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Helios Voting

Elections you can audit

LinuxTag 2010 — Voters [done]

This election is configured with closed wvoter registration, which means that all voters must be listed before the election is frozen, and thus before
the election begins.

all. | | none | | voted | | not voted

Name Email Category
Bob bobiZstrongswan. arg
Carol carol@strongswan.org
Diawe dave@strangswan. org
Alice alice@strongswan. org

Act on those voters you have selected above;

email

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 17
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& Voting in Election LinuxTag 2010 - Thunderbird
Fi

e Edit ew Go  Message OpenPEP Tools  Help
L./ W |7 B Q[X 6|s.0
Gek Mail Wirite  Address Book | Decrypt Reply Reply Al Forward Delete Junk, Prink Stop
= Subject: ¥oting in Election LinuxTag 2010
From: andreas.steffenimstrongsec. net
Date: 14:57

To: Bob <bob@skrongswan,org s

Dear Eob,

decide where LinuxTag 2010 will take place!

Election UEL:

http:/fwww. . heliosvoting.orgfelections/ agioZTph3NZh3 RpbmdyE ASSCEVa ZMNO0alousJ2 QBuw,/ wiew
Direct Woting URL:

http:/fwww. . helioavoting.orgfelectiona/ agoZTph3NZhiEpbmdyE ASSCEVS ZN0aTousI 2 QEww/ wote
Election Fingerprint: lgWpcSesJfEO0zlod4RSmIxspOull

YTour email address: hobhistrongswan.ordg
Your password: 4535NUSTVE

andreas.steffenflacrongsec . net
Helios Voting 3vstemn
http:/fwww.heliosvoting. org

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 18
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Helios Voting Booth

LinuxTag 2010

Fingerprint: IqWpcB8z2sJ9KOz104RE8mJxspOuNM

Welcome to the LinuxTag 2010 election.
To cast a vote, you will be led through the following steps:

1. Select your options.
Answer every question, and review your choices.

2. Encrypt your selection.
Your selection is encrypted safely inside in your browser. At this point, you are not yet
logged in: anyone can create an encrypted ballot and verify that it was encrypted correctly.

3. Submit your encrypted ballot.
Authenticate and submit your encrypted ballot for tallying.

Start

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 19



Fill in the Ballot
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Helios Voting Booth

LinuxTag 2010

Fingerprint: IqWpc8z2sJ9KOz104REmJxspOuNM

(1) Select

(2) Encrypt

(3) Submit

(4) Done

Question #1

Which is your preferred location for LinuxTag 20107 (select 1 answer)

Berlin
Karlsruhe
Don't care

Review all Choices

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 20
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Helios Voting Booth

LinuxTag 2010

Fingerprint: IgWpcBzsJ9KOz104REmJxspOuNM

(1) Select (2) Encrypt (3) Submit (4) Done

Confirmation of your Choices

Question #1 — Venue of LinuxTag 2010:
Katlsruhe  [update]

Encrypt Ballot

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 21



Optionally Audit Ballot

iia

Helios Voting Booth
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LinuxTag 2010

Fingerprint: IqWpc8zsJ9KOz104REmJxspOuNM

(1) Select

(2) Encrypt

(3) Submit

(4) Done

Your ballot has now been encrypted. Your ballot fingerprint is:

zg027/r0oCzhG4BMpK8qwNK1 JS I [Your Receipt]

If you choose to submit this ballot, all plaintext infarmation will be deleted from

wour browser's memaory.

Submit Encrypted Ballot

You can choose to audit your ballot, which will
show you how your options were encrypted. You
will then have to re-seal your ballot if you wish to

cast it.

Audit Ballot

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 22
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Your audited ballot

You have chosen to audit your encrypted ballot.

Here is the fully audited ballot information, which you can copy and paste.

([ " alpha"

123

AERRE SEERETOT T S47 47453200261 25209 555491 21331 990951355 106281 676

31457 5018704737

21258940763

8737166029246 5783 1 44637352549 32252623224828031 349 192026221 1 24256 10

3801 36:

DE25 5073414017 446 215674, 2030977450 56304492 5290023447452

P53 2TRE10933 796 ) 571 55T 63! 31746142541 1 72139

= O I LT

210200510561 6456041 92926025643

945342125

16941 4456353070346

{" commdtiment”: {4
aal] 296,

0276511741 21393

7111495259900 2056291 T35T73968 981 380007 1 5937300064291 30507958 53405092 305222101 6504456 077239360573
TR T I T e e R T e e A e e B e T e R e L B ETE

Yigit the Helios Ballot “erifier to ensure it was properly farmed.

Go Back to Choices
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Helios Single-Ballot Verifier

This single-ballot verifier lets you enter an audited ballot
and verify that it was prepared correctly.

Your Ballot;

{Manswers": [{"choices™: [{"alpha'™:
M3339681V0260391415635235483168263545899:25a59a707 75474V 4532902 6192589095584 91:213319909
"heta™:

M3358Y05585 V0605207803 E596250556883532125894076328158757106029:2465733 1446573 52549522
{Malpha™:
"105551455594409549565355854171405322568138013647555869625507341401746666378021567472

"heta': w

£ *

Verify

election fingerprint is lgWYpeBzs 9K 0z 0d REmJxspOulh
ballat fingerprint is zgl27 AoCzhiG4BMpkB gl k1J5]
election fingerprint matches ballot

Ballot Caontents:

Cluestion #1 - Yenue of LinuxTag 2010 ; Karlsruhe
Encryption Verified

Froofs ak.
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Helios Voting Booth

LinuxTag 2010

Fingerprint: IqWpc8z2sJ9KOz104REmJxspOuNM

(1) Select (2) Encrypt (3) Submit (4) Done

Your ballot has now been encrypted. Your ballat fingerprint is:

You can choose to audit your ballat, which will

Echgbsj JSUhfhj Hmd }{Hj WkVL6IO [Your Receipt] show you how your options were encrypted. ¥ou
o . . . . will then have to re-seal your ballot if you wish to
If you choose to submit this ballat, all plaintext information will be deleted from cast it

your browser's mermory.

Audit Ballot

Submit Encrypted Ballot

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 25
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Helios Voting Booth

LinuxTag 2010

Fingerprint: IqWpcB8z2sJ9KOz104RE8mJxspOuNM

(1) Select (2) Encrypt (3) Submit (4) Done

Submit Your Encrypted Ballot

Your encrypted ballot is ready for submission.
All plaintext information has been removed from memaory: all that remains is the encrypted vote.

Your encrypted vote fingerprint is:

6oAgbsjJSuhfhjJHmM4XNJWkVL6IO

Tao submit your encrypted vote, enter your login information below.
(Motice how we only ask for your login once your ballot plaintext has been discarded.)

IF YOU DO NOT HAVE YOUR ELECTION PASSWORD: enter your email address in the email field, then click "get password”, and wait a
few seconds for a notification.

Email: |hob@strongswan.org [get password]

Password: eeeeeeeceee

send
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Helios Voting Booth

LinuxTag 2010

Fingerprint: IqWpcB8z2sJ9KOz104RE8mJxspOuNM

(1) Select (2) Encrypt (3) Submit (4) Done

Vote Submitted!

Congratulations, your vote has been correctly submitted and recorded.
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& your vote was recorded - Thunderbird
Fi

e Edit ew Go  Message OpenPEP Tools  Help

& . /J N 2 B §8 | X 6 | s.
ek Mail Write  Address Book | Decrypk Reply  Reply &l Forward Delete Jurnik, Prink
= Subject: your vote was recorded

From: system@beliosvoting.org

Date: 15:32

To: Bob <bob@skrongswan,org s

Dear Eob,
Your wote in election "LinuxTag 20107 was recorded.

For wour wverification, we include bhelow the fingerprint of your encrypted wvote:
fpobghsid3uhfh Hed ZNJWEVLE IO

ind, az a reminder, the fingerprint of the election itself is:
lgipcSesdK0= 104 RSmIxsp0ul

The Helios Voting 3Iystem
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Helios Voting

Elections you can audit

LinuxTag 2010 — Bulletin Board [done]

Search
\oter Email
Woters 1- 20
Name Ballot Fingerprint
Baob oAgbs ] J3uhfh Hnd XM WkVLoTIO
Carol ETkXXJAHZ1bO+BotIgz80UeEYig
Dave hllxclC+JIzzaad12TkOoIjcygils

Alice dIondbyvzY4 H3gli/DEkgrplbnQh

[Home] [Wy Elections] [Learn] [BlogfUpdates]

All content on this site is licensed under a Creative Commons License.
If you redistribute this content, you should give credit to Ben Adida and Harvard University.

u Andreas Steffen, 26.06.2009, LinuxTag2009.ppt 29



Institute for
Start Ta||Y|ng l a Internet Technologies

and Applications

Helios Voting

Elections you can audit

LinuxTag 2010 -- Drive Tally

This page will drive the tallying process in chunks, from JavaScript.

0 tallied.

Start Tally!

[Home]| [My Elections] [Learn] [BElog/lJpdates]

All content on this site is licensed under a Creative Commons License.
If yvou redistribute this content, you should give credit to Ben Adida and Harvard University.
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Helios Voting

Elections you can audit

LinuxTag 2010

Election ID Administration
agxoZWxpb3N2b3RpbmdyEAsSCEVsZWNOaWSuGJ2QBww :
Election Done
& yoters

Election Fingerprint
lgWpcBzsJ9K0z104RBmIxspOuNM

s archive election

Vote in this election [audita Single Baliot)  [Bulletin Board of Cast Yotes]

(the tally has already been camputed, but you can view the voting interface anyways.)

Tally

Venue of LinuxTag 2010:

e Berlin: 1
e Karlsruhe: 2
e Don't care: 1

Audit the Election Tally
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Helios Election Verifier

Enter the Election ID:

12b3Rpbmdy EAs S CEYs ZWNOa WL 5.2 0 B

Election: LinuxTag 2010

Fingerprint: lgWpcBzs)IK 0z 1 0dREmJxspOuMhd
Yaoter - Bob - BoAghsjdSuhfhjHmd =MWk LEI0
voter 0, ea 0, choice 0 -- YERIFIED

voter 0, ea 0, choice 1 -- YERIFIED

voter 0, ea 0, choice 2 -- YERIFIED

voter 0, ea 0 OWERALL -- WYERIFIED

Yoter - Carol - klk:EAHZ21B0+BEgzB0UeGY iy
voter 1, ea 0, choice 0 -- YERIFIED

voter 1, ea 0, choice 1 -- YERIFIED

voter 1, ea 0, choice 2 -- YERIFIED

voter 1, ea 0 OWERALL -- WYERIFIED

Yater - Dave - hlLxchC+lzzaad)slkOljoyg/ 18
voter 2, ea 0, choice 0 -- YERIFIED

voter 2, ea 0, choice 1 -- YERIFIED

voter 2, ea 0, choice 2 -- YERIFIED

voter 2, ea 0 OWERALL -- WYERIFIED

Yoter - Alice - diBnSyzY¥4]H3g1/DEkgrpLbn A
voter 3, ea 0, choice 0 -- YERIFIED

voter 3, ea 0, choice 1 -- YERIFIED

voter 3, ea 0, choice 2 -- YERIFIED

voter 3, ea 0 OWERALL -- WERIFIED

Cluestion #J: “enue of LinuxTag 2010

- Betlin - 1 -- ERIFIED

- Karlsruhe - 2 - VERIFIED

- Don't care - 1 - VERIFIED

ELECTION “ERIFIEDI
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® Modern Cryptographic Voting Systems allow true end-to-end
verification of the whole voting process by anyone while
maintaining a very high level of secrecy.

® Due to the advanced mathematical principles they are based on,

Cryptographic Voting Systems are not easy to understand and are
therefore not readily accepted by authorities and the electorate.

® But let's give Cryptographic Voting Systems a chance!
They can give democracy a new meaning in the 21st century!

http://security.hsr.ch/msevote/
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