CAcert OpenlD Connect

Registration Examples

Drupal

| am using Drupal CMS (a version of Drupal 11) for my example. However, other versions of Drupal 10 or 11 will be very

similar.

First, ensure that you have installed and enabled the PHP GMP module for your version of PHP. There are several

different modules available for Drupal to provide various OpenlD services to Drupal.
In our case, we are using the miniOrange OpenlD module. As the documentation instructs, use Composer to install
the OAuth Login - OAuth OIDC SSO module, also known as the miniOrange OpenlD module:

composer require 'drupal/oauth_login_oauth2:*3.0'

Go in to your Drupal installation, and go to the Administration Extend page. Search for (use Filter ) OAuth, look for
‘miniOrange,” and check and Install that.

Go to the Configuration main menu item and choose miniOrange OAuth Client Configuration.

Enter that configuration page.

Note: the following screen shots are from the general configuration menu item for the page, which may be slightly

different from the initial configuration.
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Choose "Custom OAuth 2.0 App” from the dropdown menu and click the Next button.
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Copy the "Callback / Redirect URL" and go to the CAcert OpenlD Registration Site and start the
‘Register A New Site” process.
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I How to Register a New Site
To make use of this system and register a site, you need the following things:

1. A unique name to identify your site registration

2. The "Redirect URL" that the OpenD plugin for the site that you are registering requires.

3. Does your plugin use Post or Basic authentication? The default is POST. If you have requirernents other than those two, please contact the CAcert OpeniD development team at
= v @cacertorg

4. Optional notes for yoursell.

You may dewnload the various URLS p

Site Name

Redirect URL

® Post
Basic

Auth Method

Notes

Copyright © CAcert, Inc 2025

Create a name to ic/em‘ify your new connection.

Use the Redirect URL given above from the Drupal machine for the Redirect URL.

--r‘_‘

L AC

| How to Register a New Site
To make use of this system and register a site, you need the following things:

L A unique name to identify your site registration
2. The "Redirect URL" that the OpeniD plugin for the site that you are registering requires.

3. Does your plugin use Post or Basic authentication? The default is POST. If you have requirements other than those two, please contact the CAcert OpeniD development team at
b e ch@cacertorg

4. @ptional notes for yourself.
You may download the various URLS provided by the OpeniD component here

Site Name | My Drupal Site

Rediract URL | [fitps b= com/weblmo_logn |

® Post
Basic

Auth Method

Notes

| Register Site |

Copyright © Cacert, Inc 2025

In the CAcert Site, click Register Site.

Save the Client ID and Client Secret in a safe place. The Registration Site WILL NOT allow you

to retrieve those values again.
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Here are your Client ID and Client Secret

-

Y

Client ID - 50 0- M- Salb-

Cliont Secrot| | MChE 2 NSN3 jc-F M Sr

You will also need the fallowing URLS for your site plugin.

Token I foauth2 /s

User Info Im phoen

Download a list of relevant URLS here

Copyright © CAcert, Inc 2025

In your Drupal machine, continue the configuration of the miniOrange module.
Edlit the first field, “Text of the SSO login link on the login page” as you wish.

Insert the Client ID and Client Secret from the CAcert Registration page in to the two fields on

your Drupal site.

4 Thiks site Is intended for domensiration purposes.

o P Bena W, Configuration  Jg Peopw ) Repons @ eip

Home o Administration » Cosfiguration » Peegple

OAuth/OIDC Client Configuration m

Configure OAuth Attribute & Role Mapping Sign In Settings Login Reports Upgrade Plans

CONFIGURE APPLICATION

Select Application® Custom OAuth 2.0 Provider “ Ealect an Quuth Server
Callback/Redirect URL @ itk e vcomfweb/mo_login - ()cepy

Custom App Mame* CAcert OpeniD Connect

Login Link Text* Log in using ##app_name## Tnm e ) e e O ENOY

Grank Types = & puthorization Code Grant Autherization Code with PKCE Pasgword Grant Imiplicit Grant

Client ID* HcE=b-a6 0P VEE Se0b-eo a6 00 @

Enter the three URLs from the CAcert Registration page into the appropriate places on the page.

You do not need to change the Scope.

CAcert OpenlD Connect Registration Examples Drupal  4/9



Also ensure that you click the radio button for “Body,” not "Header.”

S [\ This site I3 intended for demonstation purpesss.

[ ch “ aend S\ Confguration g Poople  J§ Repor
Client ID* aboEb-aE 26- ahdg ]
Clent Secret* mChE NI ACIRINT S
Scope* openid email profile
Authorization Endpaint* httpss/fauthserver.cacert-phoenix.org:4444/oauth2 fauth
Token Endpoint* https: G hoenix.org:4d44/oauth? /token
Userinfo Endpoint® httpsy/fauthserver.cacert-phoenix.org:dddd fuserinfo
Enforee HTTPS Callback URL { Note: Check this eption if the OAuth Provider nly suppert HTTPS Calibock URL and you have an HTTP site )
Send Client 1D and secret in: ||=ed= Body
Enable Login with OAuth [ Note: Check this optian to show SSO link on the Login page)

Click the "All Done!” Or "Save Configuration” button.

You will be taken to the next page, showing the “Test Configuration” button.

You should not need to change anything on this page. Just click “Test Configuration”

A
CAcert
Authenticate with a client certificate

The application My Drupal Site requests a login.

You have presented a valid client certificate for multiple email addresses. Please choose which one you want to present to the
application:

s (@ bemmmitth com
Q) Mne @S mm=—=com

Initic (@ i com

i (B =t 0 g

Do you want to use the chosen identity from the certificate for authentication?

Yes, please use this identity ‘ No, please send me back

Select the e-mail address associated with your Drupal site.

And click "Yes, please use this identity.”
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The next CAcert page asks you to confirm that you want your Drupo/ site to have access

to certain information associated with your certificate.

CAcert

Application requests your consent

Tha by Dewpall Sk sppbcalicn fegquenbiod gour coaient fad tha Tolkrang el ol pesmmiinai

| iy ag e that thi appboalion map get thi reluesitd pemlsonG

If you are comfortable with this request, click “Consent.”

If you have done everything correctly, you should be successful and you should see a green check mark.

-

Hello, it @ fisme=us.com
Your Test Connection is successful. Now, follow the below steps to complete the last step of your configuration:

Please select the Attribute Name in which you are getting Email ID.

Email Attribute

You can also map the Ut ibute from the Attribute and Role Mapping tab in the medule.

Click on the Done button to save your changes.

Done

ATTRIBUTES RECEIVED:
ATTRIBUTE NAME ATTRIBUTE VALUE
acr urn:cacert:1fa:cert
aud >0 26oaD-2600-45-9a0b-e==mif=908a
auth_time P 3
email e (@ = com .

Below the green check mark, you will see a list of the various attributes that CAcert has sent to Drupal.
Among those, you will see the E-Mail address and probably Name.
Click Done, and you will be taken to the "Attribute Mapping” page.
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On the "Attribute Mapping” page you will see the following:

On the right-hand side, you will see a column named "Drupal Attributes” and to the right of that, OAuth Server
Attributes.

Under those, you will see "Email:" and “Username:” in the Drupal column. In the OAuth column, "email” should be
pre-selected, but you will have to set the appropriate item for the Username attribute. In the right-hand column,
you will see a list of all of the attributes returned from the CAcert Server. In the Username dropdown, select the

appropriate item. Both of these are required to complete your configuration.

B coment  ghy Sruceee | 4% Appeaance P Extona W Confgumsbion  Jg Peope I Repors | @) He
Configure OAuth Attribute & Role Mapping Sign In Settings Login Reports Upgrade Plans

Status message

Configurations s SUCC . (b} 9 Aukom d & login link - Leg in using CAcertOpenlDConnect

Attributes received from the OAuth Server:

Attribute Mapping

ATTRIBUTE NAME ATTRIBUTE VALUE
~ Basic Attribute Mapping xr wrrceacert:1faicert
Drupal Attributes 0Auth Server Attributes wuds0 2 5004055 30b-=
Email: email b4 —ntlind
ema o
Username: - Select Username Attribute - ~ - = i

Clear Attribute List
Save Configuration 4

MOTE : Please clear this list after configuring the module to

Below the Attribute Mapping section, there are many other items which may be configurec/, but are not necessary.
Click "Save Configuration.”

If you wish, you may click "Sign in Settings”in the top menu and you will see the following screen.

B Coment | gh Swcuee | 4, sppewance P Baond | N Comtountkn | Jy Peope | oI Fepos ) He

Heme + Administration o Configuration > People

OAuth/OIDC Client Configuration

Configure OAuth Attribute & Role Mapping Sign In Settings Login Reports Upgrade Plans

Debugging & Troubleshoot

Enable Logging

Save Configuration

. Auto Create Users

ble aute creation of users if user does not exist

~ Page Restriction [what is Page cestriction and How Lo Set up) @

Hote:

CAcert OpenlD Connect Registration Examples Drupal  7/9



If you wish to /og all use of the OAuth Login option, you may check the first check box and Save.

Click on the "Back to site” button at the top left corner of your screen

STNURN [\ This site Is interded for SemMonstation puTposes.

B Corent  ch Swewe | € Appewance e Bend N, Coniguration  li People I Reponss

Home » Administration

Configuration

Higle descriptions

Log out, and you will see a new link under the traditional Login form.

My Drupal Site

Here is a closer look:
[ ]
Log In

Username *

Password *

Log in using CAcertOpenlDConnect ‘

Click that new link, answer the questions about your CAcert Certificate and you should be logged in!
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Notes regarding the miniOrange Contributed Module.

This module is free for anyone, but has a couple of notable restrictions. Those restrictions are lifted with the
subscription (paid) version of this module.

l. First, only one OAuth service can be configured at a time.

2. Secondly, only existing users of the site may use OAuth Login. Another use case that people may desire is for

new, authenticated users be automatically added to the Drupal site. This is not allowed with the free version.

Notes regrding the provider of this free service

CAcert.org is the leading free certificate authority. In addition to OpenlD Connect, it offers X.502 certificates for
more security on the Internet. The tasks are taken over by volunteers within the framework of the CAcert
community; the operating costs are covered by donations.

First of all, CAcert is not a service provider or a company, but a community. We are all in the same boat. We can
only achieve our goals together, with you, the cooperation of all of us (of all users=members). If you want to help,
take a look here: https://wiki.cacert.org/engagement

If you are happy with the new functions of CAcert OpenlD Connect for Drupal, done by our volunteers, please
consider to donate: Donations IBAN CHO2 0077 4010 3947 4420 O (one-time or small amounts on a regular
basis).

CAcert Inc (association), Clos Belmont 2, 1208 Geneva, Switzerland, www.cacert.org
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