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Registration Examples
Drupal

I am using Drupal CMS (a version of Drupal 11) for my example. However, other versions of Drupal 10 or 11 will be very

similar.

First, ensure that you have installed and enabled the PHP GMP module for your version of PHP. There are several

different modules available for Drupal to provide various OpenID services to Drupal. 

In our case, we are using the miniOrange OpenID module. As the documentation instructs, use Composer to install

the OAuth Login – OAuth OIDC SSO module, also known as the miniOrange OpenID module:

composer require 'drupal/oauth_login_oauth2:^3.0'

Go in to your Drupal installation, and go to the Administration Extend page. Search for (use Filter ) OAuth, look for

“miniOrange,” and check and Install that.

Go to the Configuration main menu item and choose miniOrange OAuth Client Configuration. 

Enter that configuration page. 

Note: the following screen shots are from the general configuration menu item for the page, which may be slightly

different from the initial configuration.
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Choose “Custom OAuth 2.0 App” from the dropdown menu and click the Next button. 

Copy the “Callback / Redirect URL” and go to the CAcert OpenID Registration Site and start the 

“Register A New Site” process.
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Create a name to identify your new connection.

Use the Redirect URL given above from the Drupal machine for the Redirect URL. 

In the CAcert Site, click Register Site.

Save the Client ID and Client Secret in a safe place. The Registration Site WILL NOT allow you

to retrieve those values again.
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In your Drupal machine, continue the configuration of the miniOrange module.

Edit the first field, “Text of the SSO login link on the login page” as you wish.

Insert the Client ID and Client Secret from the CAcert Registration page in to the two fields on 

your Drupal site.

Enter the three URLs from the CAcert Registration page into the appropriate places on the page. 

You do not need to change the Scope.
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Also ensure that you click the radio button for “Body,” not “Header.”

Click the “All Done!” Or “Save Configuration” button.

You will be taken to the next page, showing the “Test Configuration” button.

You should not need to change anything on this page.  Just click “Test Configuration”.

Select the e-mail address associated with your Drupal site. 

And click “Yes, please use this identity.”
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The next CAcert page asks you to confirm that you want your Drupal site to have access 

to certain information associated with your certificate.

If you are comfortable with this request, click “Consent.”

If you have done everything correctly, you should be successful and you should see a green check mark.

Below the green check mark, you will see a list of the various attributes that CAcert has sent to Drupal. 

Among those, you will see the E-Mail address and probably Name.

Click Done, and you will be taken to the “Attribute Mapping” page. 
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On the “Attribute Mapping” page you will see the following:

On the right-hand side, you will see a column named “Drupal Attributes” and to the right of that, OAuth Server

Attributes.

Under those, you will see “Email:” and “Username:” in the Drupal column. In the OAuth column, “email” should be

pre-selected, but you will have to set the appropriate item for the Username attribute. In the right-hand column,

you will see a list of all of the attributes returned from the CAcert Server. In the Username dropdown, select the

appropriate item. Both of these are required to complete your configuration.

Below the Attribute Mapping section, there are many other items which may be configured, but are not necessary.

Click “Save Configuration.” 

If you wish, you may click “Sign in Settings” in the top menu and you will see the following screen.
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If you wish to log all use of the OAuth Login option, you may check the first check box and Save.

Click on the “Back to site” button at the top left corner of your screen

Log out, and you will see a new link under the traditional Login form. 

Here is a closer look:

Click that new link, answer the questions about your CAcert Certificate and you should be logged in!
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Notes regarding the miniOrange Contributed Module. 
This  module is  free for anyone,  but has  a couple of notable restrictions.  Those restrictions  are lifted with  the

subscription (paid) version of this module.

1. First, only one OAuth service can be configured at a time. 

2. Secondly, only existing users of the site may use OAuth Login. Another use case that people may desire is for

new, authenticated users be automatically added to the Drupal site. This is not allowed with the free version.

Notes regrding the provider of this free service
CAcert.org is the leading free certificate authority. In addition to OpenID Connect, it offers X.502 certificates for

more  security  on  the  Internet.  The  tasks  are  taken  over  by  volunteers  within  the  framework  of  the  CAcert

community; the operating costs are covered by donations. 

First of all, CAcert is not a service provider or a company, but a community. We are all in the same boat. We can

only achieve our goals together, with you, the cooperation of all of us (of all users=members). If you want to help,

take a look here: https://wiki.cacert.org/engagement
If you are happy with the new functions of CAcert OpenID Connect for Drupal, done by our volunteers, please

consider to donate: Donations IBAN CH02 0077 4010 3947 4420 0 (one-time or small amounts on a regular

basis).

CAcert Inc (association), Clos Belmont 2, 1208 Geneva, Switzerland, www.cacert.org
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